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HF-RISC [1] is a 32-bit processor proposed by Sergio Johann Filho during
his graduate studies (MSc and PhD). It has been validated in FPGAs and it is
currently used in several academic embedded applications, and as a resource
in PUCRS undergraduate and graduate courses. The C-SoC design objective was
to employ this processor as the core of a prototype IoT edge device, showing its
capability to achieve the performance [2] of a 32-bit programmable processor
associated with a potential for low power consumption [3].

This is the second prototype of a series. The first one, S-SoC, was a fully
digital implementation of HF-RISC with associated ROM, RAM and a minimum
set of peripherals for communication with the external world. This second
implementation of HF-RISC the Crypto-SoC (C-So(C), is a 32-bit architecture with
a 3-stage pipeline compatible with the MIPS-I ISA, 16 KB of SRAM and 4 KB of
ROM containing a bootloader software (SW). C-SoC can operate at 200 MHz but
for simplicity the design target was set at 50 MHz. In addition to the S-SoC
hardware blocks, C-SoC contains an XTEA cryptographic core. Also, the chip
comprises test mode support through a scan chain and 8 extra pins for 1/0. Also,
previous design issues detected in the S-SoC prototype were fixed in C-SoC. The
block power domains are now fully split in three regions (processor core, XTEA
and memories) to enable easy power consumption measurements. The reset
circuit was improved to become more robust, a problem detected in S-SoC.



Figure 1 below details the final layout of C-SoC, highlighting the main SoC
blocks.
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To allow for alow cost1oT edge device, C-SoC is a chip with low pin count.
While S-SoC had 24 pins, C-SoC is originally available in a 40-pin package. An
evaluation printed circuit board developed to validate S-SoC was enhanced to
accept C-SoC as well as S-SoC DIP packages. As S-So(C, C-SoC can be programmed
and debugged through a USB connection and its SW is built using a specific
versions of the GNU gcc compiler and libraries.

Main results and representative performance data or curves, picture of the IC, does
circuit function as expected, etc.

The circuit was tested and is fully operational as far as all conducted tests
are concerned. The IC was installed in a specific printed circuit board (PCB) and
used to control peripherals inside and outside of the IC. The board connects
through a USB cable to a Linux laptop where lies the gcc-based specific
programming environment. The environment was employed to develop SW
applications, cross-compile these applications for the C-SoC processor,
download the executable code to the C-SoC and control the application
execution results. Dozens of programs (including standard benchmarks) were
run on the C-SoC successfully. Another test fixture was constructed where the
C-SoC and another specific PCB are interfaced to an FPGA development board.
The Figure 2 below displays the mentioned C-SoC test environments. The IC
comprises a scan-chain that allows advanced SW debugging features such as
step-by-step instruction execution, instruction backtrack and block execution.



Figure 2: The test fixtures for the C-SoC IC.

Main challenges and difficulties encountered during design, submission, import
process and measurements of the circuit:

In terms of IC design, the use of the RAM/ROM generators made available
by ARM (from the Artisan libraries) was quite challenging. This is due to the
outdated nature of this SW that required us to set up a Solaris environment to
achieve the generation of the RAM and ROM. Particularly, the way to specify the
ROM contents in a way to have it influencing the design of the bootloader ROM
was a tough step. The sign-off of the chip design was challenging, even after we
considered the design ready for fabrication, since not all layer views are
available for the ARM libraries. Interaction with the IMEC team to solve several
issues was instrumental here.
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